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1- GIRIS

1.1 - ArayuUze Erisim

[ Note:

1. Turn on Javaoscript and Cookie setting in vour web browssr.
2 Tum off Popup Window Blocking in your web browser.

3. Tumn on Java Runtime Environment [JRE) in your web browser.
4. Allow Gears if you are using Geogle Chrome.

Kuruluma baslamak i¢in dncelikle Zyxel Firewall Cihazimizin araytzine erisip, gerekli kullanict
bilgilerini girip araylze erisim sagliyoruz.

2 - RADIUS

2.1 - Auth. Method ‘a Grup Radius Eklenmesi

ZYXEL usceo

CONFIGURATION Authenficafion Method Two-factor Authentication

Configuration

© Add [ Ecit W Remove [ Refersnces
- £ : Method Name - : Method List
1 default group radivs local
4 4 | Page of 1| b bl | show [0 [y items Displaying 1 - 1 of 1

Ayarlarimiza devam etmek i¢in “Configuration -> Object -> Auth. Method" sayfasina gelerek
default Auth. Method ‘umuzu edit diyerek dUzenliyoruz.
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[f,’ Edit Authentication Method default

General Settings
MName: default
Q@ Add = L |
* Method List
1 group radius

2 local

Gelen duzenle kisminda “Add” diyerek acilan bos listede “group radius” ‘'u bularak seciyor ve
ardindan “OK” diyerek kaydediyoruz.

2.2 - Radius Server Tanimlanmast

——_.__________ Welcome admin | Logout QHelp EForum ZAbout #SiteMop [(mReference GComsole [T CLI ¥ Easy Mode
ZYXEL vsceo
‘CONFIGURATION I Active Directory | LDAF ] RADIUS
RADIUS Server Summary
@ Ada [ | =)
z Name Server Address
1 ragius 188.132.173.139:1850
{ | Page [1 | of1| b Bl | Show [50 |w| items Displaying 1 - 1 of

Tanimlamamizt yapmamt icin dncelikle “Configuration -> Object -> AAA Server” sayfasina
gelerek Ustte bulunan tab menUden “Radius” sekmesine geciyoruz. Ardindan varsayuan Radius
Server tanimlamasina ¢ift tiklayarak duzenliyoruz.
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-/ Edit RADIUS radivs

General Seffings
Name:

Description: (Optional)

Authentication Server Setfings
Senver Address or FQDN)
Authenticotion Port: 65535)

Sockup Server Address: or BGDN) [Optionsl)

I
{1~
(P
(1=

Backup Authendication Port: 65535) (Cptional)
Key:

[] Crange of Autnorzation L)

Accouning Server Seflings
e Address (IF or FQDN) {Optional)
Accounfing Port (1-655335)] (Cptional)
Sockup Serear Adress (IF or FGDN) [Optional)
Backup Accounting Port: (1-63535) (Cpticnal]
Key:
Nicximum retry count: (1~10)
[C] Eneble Accouniing Interim update

Interim Intervo [1-1440 minutes)

BeeSpot Panelinizde yer alan entegrasyon bilgileriniz ile Radius Server ‘de gerekli alanlart*
dolduruyoruz ve OK ‘a tiklayarak penceremizi kapatiyoruz.

-*Doldurulmast Gerekli Alanlar;

Authentication Server Setting:
-Server Address
-Authentication Port
-Key (Secret Key)

Accounting Server Settings
-Server Address
-Authentication Port
-Key (Secret Key)

3 - WEB AUTHENTICATION

3.1 - Web Authentication Tanimlanmasit

— Welcome adrmin | Logout Qrelp [Efowm ZApout Fstemap [@Reference L@console Micu @ Easy Mode
s
ZYXEL uscéo
P —— Web Authenficalion 50
T¥ Quick Setup. General Authentication Type Custam Web Portal File Cusiom User Agreement Fie Facebook Wi-fi .
% licensing
Configuration
© Acd
#  Nome Type Web Page
1 defauit-wes-poral web-paortal System Defoult Page
2 defoutuserogrezment user-ograemant System Defoult Fage
3 Beslpot web-perial Extemcl Fage
Poge |1 ofl show (50 || fems Displaying 1 -30f3
@ UTM Profie
o Objmct
= System
% Log & Report
2
Reset
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Tanimlamamizt yapmamiz igin “Configuration - > Web Authentication” Sekmesinden
Authentication Type Tab MenUsune giriyoruz. Ardindan Add diyerek yeni bir Authentication Type
Ekliyoruz.

3.2 - Authentication Type Eklenmesi

./ Edit Authenficafion Type

Web Authenfication Type

Type: @ Web Portal © User Agreement

General Seffings
Profie Nome: Bestpat

(@) Interncl Web Pertol (User Uplcad Page)

[ wete

If you want o configurs customizs fils. pleass go to Custern Wekb Portal Fils

@ Extenal Web Porto
Login URL: ST
Logout URL: {Optional)
Welcome URL: hitps:/ iwaw.aysiltech.car | {Optional)
Zession URL: {Optional)
Error URL: {Optional)

Dowrleoad the external web porfal example.

Authentication Type Bilgilerimizi asagida verilen dizenlemeleri uygulayarak “OK” diyerek
kapatiyoruz.

Web Authentication Type

Type : Web Portal (Segili)

General Settings

Profile Name : BeeSpot

External Web Portal (Secili)

Login URL : BeeSpot Panelinizde Yer Alan Login URL verisini bu alana kopyaliyoruz.
Welcome URL : BeeSpot ile erisim sonrast Yonlendirilecek URL ‘i buraya yaziyoruz.

3.3 - Web Authentication Aktiflestirilmesi

CONFIGURATION Web Authenticalion 350

T¥ Quick setup General || AuthenticationType || Custom Web Poriol Fie || Custom User Agreement Fie || Facebook Wi-fi |
Enable Web Autheniication

Web Portal General Setting
Enatls dession Foge

Logeut IF: 5544

User Agreement General Seffing

[£] Enferce data collection

Exceplional Services

= Q Add
# | Bxcepfionol Services
1 DN
Page |1 | ofl Show |50 || ifems Displaying 1 -1 of
% UTM Profie

cLOBimct Web Authenfication Policy Summary

5 Systern
5 Log & Report @ Add 0 M

% Stotus | Priority ~ Inzoming interface Source Destination Schedule Authentication Authentication Type  Desoripfion

1 g 1 any any any nene force Besipol BesSpot
z Default any any any none unnecassany nfa nfo
Page |1 | ofl Show |50 || ifems Displaying 1 -2 of 2
Apply Reset
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Tanimlamamizt yapmamiz igin “Configuration -> Web Authentication” Sekmesinden General
Tab Menusune giriyoruz. Global Settings Basliginin altinda bulunan Enable Web Authentica-
tion secenegini ve Web Portal General Setting Basliginin altinda bulunan Enable Session Page
seceneqiniisaretliyoruz. Ardindan Logout IP ‘sini “6.6.6.6" olarak Ayarliyoruz.

3.4 - Web Authentication Policy Summary Tanimlanmasi

+ Auth. Policy Edit

111 Create new Object -

General Seffings
Enable Poicy

Descripfion:

User Authenfication Folicy
inceming Interioce:
Source Adcress:

Destinotion Addrass:

Tanimlamamizt yapmamiz i¢in “Configuration -> Web Authentication” Sekmesinden General Tab
MenuUsune giriyoruz. Web Authentication Policy Summary Basliginin altinda bulunan listeye Add
diyerek yeni bir kural ekliyoruz ve OK ‘a Tiklayarak Kapatiyoruz. Ardindan Apply diyerek yapmis
oldugumuz ayarlart onayliyoruz.

Kural Bilgilerti;
-Enable Policy (Segcili)
-Description : BeeSpot
-Incoming Interface : BeeSpot i¢in kullanilacak Olan interface
-Authentication : required
Force User Authentication (Secili)
Authentication Type : BeeSpot

*NOT: BeeSpot kural siralamasinda 1. sirada olmalidir. 1. siraya almak igin liste Uzerinde bulunan
“Move” ‘a tiklayarak yaninda agtlan kutuya 1 yazarak “Enter” tusuna basiniz.
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4 - RADIUS USER

4.1 - Radius User Timeout Tanimlanmasit

ZY>'EL e — welcome aarin | Logout Onep [Droum Zaoour fsemap [@Reference Gcomsoe ([Dlcu ey Moge
4 UsG60

CONFIGURATION User Group Setfing MAG Address
Configuration
Q Add
# | UserName User Type Dascripfion Referance
1 admin admin Administrotion acoount 0
2 Idop-users extuser External LDAR Users 0
3 ragius-users axtuser External RADILS Usars 0
4 aduses ext-user External AD Users 0
5 uo-users dynamic-guest User Agrasment Users 0
Poge |1 | ofl Show |50 |w| ifems Displaying 1 -5 of §

4 Bur Mathed

Radius User Timeout Tanimlamast icin “Configuration -> Object -> User” sayfasina gelerek User
Tap mendsu altinda bulunan “radius-user” ‘a tiklayarak Edit diyoruz.

| () Edit User radivs-users
User Configuration

User Name ©

Description: Extemal RADIUS Usars

AUthanticahoa Timanal Setings) @ Use Defoutt Settings @ Use Monuo

Lecse Tme: 0

Reauthentication Time: 0

Authentication Timeout Settings secenegdini “Use Manual Settings” ‘e alarak Lease Time ve
Reauthentication Time degerlerini “0” yapiyoruz. Ardindan OK diyerek kapatiyoruz.
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5-HTTPS

5.1 - Https Yonlendirmesi Kapatiimast

¥ Quick Selup [ Show Advanced Settings

* IP/MAC Binding

* Layer2 kolation HTTPS
% + DNS Inbound LB ki

* Web Authenfication

= = Server Port: 1443
ecunty Policy
“loud CNM [[] Authenficate Client Certificates [See Trusted CAs)
CVEH Server Ceriificate: default S

[] Rsdirsct HTTF to HTTRS

Admin Service Confrol

@ Adad |
* Host Name 24 Zone Address Action
* USB Storage

ALL ALL accept

* Datefmes
- Console Speed Page (1 of Show (50 | items Displaying 1-1of 1
i User Service Confrol
T OWwWwW -

@ ada . i
- SSH © =
+ TELMET dao|vione Addrsss Action
+ FTP = ALL ALL cooept
* SNMP Fage |1 of Show 50  |w | items Displaying 1 - 1 of
* Auth_Server
+ Nofification i =
* Language
* IPvé Apply Reset

Https Yonlendirmesini kapatmak icin “Configuration -> System -> WWW* sayfasina gelerek
“Services Control” Tap menUsU altinda bulunan “Redirect HTTP to HTTPS” ‘in Onay isaretine
basarak kaldiriyor ve ardindan “Apply” diyerek ayarimizi kaydediyoruz.
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6 - SOSYAL MEDYA ILE DOGRULAMA

6.1 - Wildcard FQDN Tanimlanmast

e
. =
ZYXEL uscéo
CONFIGURATION Address Address Group GeolP
'T¥ Quick Setup
IPv4 Address Configuration
+ IP/MAC a
'{h + Layer2 kolation © adas [
+ DNS Inbound LB £ Name:
* Web Authentication _
o |Péto4-Relay
E Security Palicy
+ Policy Conirol 2L SLEHET
+ ADP 3 LANT_SUBNET
ssion Control 4 LAN2_SUBNET
@ Cloud CNM 5 RFCI9IE.
[ RFC19158 2
* BWM
7 RFC1918 3
] Facebock-2
2 Facebook-3
10 Llinkedin
mn Linkedin-2
* MON Profile
+ ZIyMesh Profile 2 e
- Appiication 13 Twitter2
. 15 instogram-l
* Schedule
16 instagram-2
* AAAM Server
- Auth. Method Page |1 of 1

* Certificate

Type ~

HOST

INTERFACE SUBMNET
INTERFACE SUBNET
INTERFACE SUBMET
SUBMET

SUBNET

SUBNET
WILDCARD FQDN
WILDCARD FQDN
WILDCARD FQDN
WILDCARD FQDN
WILDCARD FQDN
WILDCARD FQDN
WILDCARD FQDN
WILDCARD FQDN

WILDCARD FQDN

Show |50 | items

Welcome admin | Logout

IPv4 Address
192.88.99.
dmz-192.168.3.0/24
lan1-192.148.10.0/24
loan2-192.162.2.0/24
12.00.0/8
172160012
192.148.0.0/16
*.focdn.nst

* facebook com
*Jicdn.com
*finkedin.com

* twitter com

* twimg.com
*.facsbock.net
*.instagram.com

* cdninstagram.com

Displaying 1 - 16 0f 16

PHelp [EFoum 2 About & SiteMop [@Reference lpd Comsole

EIcl ¥ Easy Mode

Reference

-~ o & © ©

Tanimlamamizt yapmamiz icin “Configuration -> Object - > Address/GeolP” Sekmesinden
Address Tab Menusune giriyoruz. IPv4 Address Configuration Basliginin altinda bulunan listeye
Add diyerek Asagidaki butun Wildcard FQDN Tanimlamalarint birer birer ekliyoruz.

Name
Facebook-1-FQDN
Facebook-2-FQDN
Facebook-3-FQDN
Linkedin-1-FQDN
Linkedin-2-FQDN
Twitter-1-FQDN
Twitter-2-FQDN
Instagram-1-FQDN
Instagram-2-FQDN

ZY XEL usceéo

CONFIGURATION

¥ Quick setup

* DNS Inbound LB
*+ Web Authentication
B security Policy
+ Policy Control
* ADP
ssion Confrol

*l VPN

E UTM Profile

O ol

= AP Profile

= MON Profile
+ IyMesh Profile
+ Application

=

£
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FQDN
FQDN
FQDN
FQDN
FQDN
FQDN
FQDN
FQDN
FQDN

Wildcard FQDN Bilgileri;
Address Type

Address Group

IPv4 Address Group Configuration

@ Ada [

Name «

BeeSpot_Social

Page |1 of

Description

Show |50 |w | items

ZYXEL

Welcome admin | Logout

FQDN

* facebook.net
*.fbcdn.net

* facebook.com

* licdn.com

* linkedin.com

* twitter.com
*twimg.com
*.instagram.com
*.cdninstagram.com

PHelp Efoum ZAbout FSiteMop [ERefaence lgdC

Reference

Displaying 1 -1 of
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Daha sonra “Configuration -> Object -> Address/GeolP” Sekmesinden Address Group Tab
MenuUsune giriyoruz. IPv4 Address Configuration Basliginin altinda bulunan listeye Add diyerek
yeni bir grup olusturuyoruz.

6.2 - Wildcard FQDN Grup Tanimlanmasit

|4 Edit Address Group Rule BeeSpot_Social

Besipot_Socicl

Acllan sayfada Group Members basligt altinda bulunan Name Alanina “BeeSpot_Social”
yaziyoruz. Address Type acllir listesinden “FQDN” ‘i seciyoruz ve ardindan biraz énce olusturmus
oldugumuz bitun Wildcard FQDN ‘leri secip grubumuza ekliyoruz. islem tamamlandiktan sonra
OK ‘a Tiklayip Kaydediyoruz.

6.3 - Sosyal Medya Dogrulama igin Web Auth. Policy Tanimlanmast

Tanimlamamizt yapmamiz icin “Configuration -> Web Authentication” Sekmesinden General Tab
MenUsuUne giriyoruz. Web Authentication Policy Summary Basliginin altinda bulunan listeye Add
diyerek yeni bir kural ekliyoruz ve OK ‘a Tiklayarak Kapatiyoruz. Ardindan Apply diyerek yapmis
oldugumuz ayarlart onayliyoruz.

Kural Bilgilerti;
-Enable Policy (Secili)
-Description : BeeSpotFQDN
-Incoming Interface : BeeSpot icin kullanitlacak Olan interface
-Authentication :unnecessary

*NOT: BeeSpotFQDN kural siralamasinda 1. sirada olmalidir. 1. siraya almak i¢in liste Uzerinde

bulunan “Move” ‘a tiklayarak yaninda agilan kutuya 1 yazarak “Enter” tusuna basiniz.Daha énce
tanimlamis oldugunuz “BeeSpot” Kuraliniz ise 2. Sirada olacaktir.

Web Avthenficafion Policy Summary

@ Add |._.€ Edit | '. Remove Q Activate @ Inactivate M Move

= Status | Priority = Incoming Interface | Source Destination Schedule Authentication Authenfication T... Description
1 Q 1 any any BeeSpot Social nong unnecessary nfa BeeSpotFQDN
2 Q 2 any any any none force BeeSpot BeeSpot
3 Default any any any nong unnecessary nfa nfa
Page |1 of 1 # 4 Show | 50 | ftems Displaying 1 -3 of 3
2
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